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Problem Statement 
● The sponsor company Hinckley Medical LLC does not currently have an effective 

way of tracking and managing internal operations. To improve day-to-day 
operations we created a web application to offer these services.
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Functional Requirements
● Login page
● Home page
● Inventory page
● Shipment page
● Serviceability page

Home page

Inventory page Shipment page
Serviceability 

page

User login
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Non-functional Requirements
● System needs to be reliable and interactive

● Needs to be able to store user data safely and securely

● Needs to require low maintenance
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Engineering Standards
● AES-256 encryption - The Advanced Encryption Standard (AES) specifies a 

FIPS-approved cryptographic algorithm that can be used to protect electronic 
data. The AES algorithm is a symmetric block cipher that can encrypt 
(encipher) and decrypt (decipher) information.

● IEEE-23026-2015 - Systems and software engineering- Engineering and 
management of websites for systems, software, and services information
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Market Survey
● We created a custom tool for the company to 

save money and convenience.

● Our website is tailored directly to all the 
clients needs.

● We use various services such as AWS 
Amplify and AWS Cognito to minimize 
pricing.
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Technical/Constraints/Considerations 
● Working product after two semesters

● Low cost web application

● Offline compatibility 
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Estimated Gantt Chart
Semester 1

Semester 2
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Purple: Development
Yellow: Testing
Green: Deploying 



Actual Gantt Chart
Semester 1

Semester 2
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Potential Risks & Mitigation
● Major risks - Cyber attacks

■ Cross-Site scripting (XSS) & SQL Injection attacks
● Mitigated by filtering data inputs

■ Other cyber attacks
● Mitigated by AWS services

● Some minor risks including…
○ Unintended database accessibility

■ Mitigated by: role-based access control (RBAC)
○ Unintended admin-level actions

■ Mitigated by: training in AWS functionality
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Resource/Cost Estimate
● AWS Free Tier

○ DynamoDB - database storage
○ AWS Lambda - Creating, Editing, Accessing, Deleting our data
○ Amazon SNS - Sending notifications to our users
○ AWS Cognito - User credentials and verification

● AWS credit 
○ We received $300 in AWS credit for developing the web application

● AWS cost estimate
○ Current Cost: $0 
○ Estimated Development Cost: $0 
○ Pay-as-you-go approach 

■ Calculated Cost: roughly $3-5 per month to host the website
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Initial Design - Functionality
● We used miro to map the functionality and design of each page.
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Initial Design - Functionality Serviceability Page
 

Colton - 13

Shipment Page
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Initial Design - Inventory Prototype
● Used figma to design wireframes for pages
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Initial Design - 
Serviceability Prototype
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Implemented Pages
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Login 

● Signup
○ Email Verification
○ reCAPTCHA
○ Required password 

size and symbols
● Login
● Profile Drop Down

○ Access to profile
○ Settings
○ Logout
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Home Page
● Shortcuts

○ Low Inventory
○ Overdue Shipments
○ Service Requests
○ Assembly Status

● Collapsible Sidebar 
on all pages
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Inventory Page
● List of Items

○ More information drop down
● Creating Inventory Part
● Filtering

○ Search Bar
○ Drop Down Filters
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Shipment
● Used to keep track of items the client company has 

ordered
● Filter all shipments by supplier, labels, status and 

date
● Drop down containing more shipment information
● Create new shipment from existing inventory part
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Serviceability
● Keeps track of all customer 

service tickets created by the 
client companies customers

● Create a service request

● Easy to keep track of services 
with the different filter buttons
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Security Concerns and Countermeasures
● Security Concerns

○ Encrypting data for the user in transit
■ AWS Cognito is encrypted to industry standards 
■ Data is transferred over the TLS (Transport Layer Security) protocol

○ User authentication
■ Only authenticated users can access information

○ User accessibility
■ Each user can only access their departments information
■ Role Based Access Control (RBAC) within each department
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Technical Details
All of our tools were integrated with Amazon Web Services (AWS)

● AWS Amplify 
○ AWS Amplify to develop our website with a cloud based backend
○ Provides Amplify Studio UI for development

● Amplify Data Store
○ Serverless website approach

● AWS Cognito
○ Amazon Cognito provides authentication, authorization, and user management for your web and mobile apps. 
○ Users can login with account credentials or third party (Google, etc)

● AWS AppSync
○ Syncs local database changes to the cloud
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Testing
● Development backend environment in AWS amplify

● Created unit tests that run and confirm the functionality of the pages

● All units tests were inserted into the CI/CD pipeline

● All merges must pass units tests 

● After milestones were reached system testing was performed to ensure working 

● Interface testing was performed on all AWS service calls to ensure proper use

● Lastly, acceptance testing was from the client company Hinckley Medical
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DEMO 
Q & A
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